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ABSTRACT 

Satellite images are used in determining the dynamic state of the earth surface (viz., land, water, forest etc.,) for 

each and every moment. Detecting geographical changes on the earth surface using satellite images is crucial in 

several applications. With the increasing research in geographical sciences and technologies, there is a huge 

demand for the privacy and security of these satellite images when they are stored and processed at a remote 

server. There is a necessity to ensure privacy and enable computations on private data and images located and 

processed by an untrusted remote server. The goal is to delegate the processing of data without giving away access 

to it. Homomorphic encryption algorithms are used to attain such special requirements. This paper proposes a 

research work on practical implementation of change detection from one image with the other using image 

differencing technique on encrypted images which are processed by an unsecured remote server. Paillier 

encryption scheme is proved to be secured and applicable for Homomorphic operations. Paillier algorithm is 

implemented to examine the Homomorphic operations on encrypted grayscale images. The correctness of the 

algorithm is verified by encryption, decryption and evaluation function. 

 

Keywords- Homomorphic Image Encryption, Paillier encryption, Change detection, Image encryption/decryption, 

Satellite image processing, Image security. 

 

I. INTRODUCTION 

In the recent times, satellite image processing 

techniques are widely used to monitor the geographical 

changes, land cover changes, deforestation, urban 

growth, changes over time, disaster effects and also for 

the military purposes. All of these applications are intend 

to analyse the dynamic changes that happen on the earth 

surface from time to time [1]. Change detection methods 

are basically of two types. They are supervised methods 

and unsupervised methods. An unsupervised method is 

used in this paper to observe change detection by directly 

comparing two satellite images. Some of the 

unsupervised change detection methods are as follows: 

Image differencing algorithm, Wavelet transformation, 

Change vector analysis, Principal component analysis 

(PCA) and Image rationing [14]. Most of the 

unsupervised methods are developed based on the image 

differencing technique [7]. Image differencing algorithm 

performs pixel wise subtraction on two input images that 

are taken for analysis. These images are captured at two 

different time instances of a same geographical location. 

The image differencing algorithm produces a new image 

called difference image. The time difference of two 

image acquisition may vary from few minutes to few 

years in real time image processing [16]. The computed 

difference image contains the values of the pixels 

associated with land cover changes present values 

significantly distinct from those of the pixels associated 

with unchanged areas.  

When the geographical satellite images owned by an 

organization/individual are to be transferred to the cloud 

server with a constraint of secure storage, we use 

standard encryption methods to protect the sensitive data. 

But when we want to carry out some processing on the 

image placed on a remote server, it is necessary that the 

cloud provider has to be given access to the unencrypted 

version of the stored image. When we want to process the 

highly confidential images without compromising 

privacy and security, we download the images from the 

cloud, decrypt it; perform image processing operations 

on the image and then encrypt and store it back in the 

cloud. This makes the task cumbersome since the up and 

down image transmission, encryption/decryption 

operation should happen for every computation. So the 

cloud provider gets the access to the raw image and do 

the processing on it. But in this case we lose our privacy 

towards the sensitive images. Due to limited computing 

power of resources available with us, we are in a position 

to delegate data processing to the cloud service even 

though it is not trustable. To address this issue, a 
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mechanism should be devised in such a way that the data 

has to be processed by the cloud server without giving 

access to data it process. Homomorphic encryption helps 

us to delegate processing while preserving privacy of 

data [3]. Adaption of Homomorphic Encryption 

algorithms in this context allows all image processing 

operations on the confidential images with the complete 

control of the user/owner. However, the research on 

Homomorphic Encryption is not matured yet [19].  

In this paper, for an image processing application, 

i.e. a secured change detection technique is proposed by 

subtracting the two encrypted satellite images. The two 

grayscale satellite images captured from the same area 

but at two different time instances are encrypted using 

Paillier’s encryption algorithm. The pixel wise 

subtraction is carried out on the encrypted images. We 

apply the encryption algorithm on each pixel value of the 

input images to get the encrypted images. Then, pixel 

wise subtraction of encrypted images using the Paillier 

algorithm is done. As a result, a difference image which 

has the intensity differences of the two encrypted images 

is constructed.  On every pixel of the difference image, 

decryption operation is carried out by using Paillier’s 

decryption algorithm.  Finally, we get the decrypted 

output image which has the subtracted intensity value 

between two input image taken for image differencing 

operation.  The decrypted output image depicts that as if 

the subtraction operation was carried on the plain data. 

This is due to the characteristics of Paillier encryption 

algorithm. Hence the image differencing operation is 

applied on the encrypted images, the system ensures 

privacy and security. 

 

II. PRELIMINARIES 

A. Homomorphic Encryption 

Homomorphic encryption algorithms are similar to 

conventional public key encryption algorithms with 

added functions and properties.  A Standard 

Cryptographic Algorithm has the following three 

functions. KeyGen, Encrypt and Decrypt [18]. KeyGen is 

a Key generation Function which produces a pair of 

Secret key (Sk) and public key (Pk) based on some 

security constraints and parameters. Using public key Pk, 

Encryption algorithm converts the plain text message M 

to Cipher text C. Using secret key Sk, Decryption 

algorithm transforms cipher text C back to the plain text 

M. A Homomorphic encryption is a public key 

cryptosystem with an ability to perform the additional 

operations on the encrypted data [2]. Homomorphic 

Encryption consists of four functions: KeyGen, Encrypt, 

Evaluate and Decrypt [5]. Evaluation function is used to 

perform the operations on the encrypted data without 

using a Secret key. When we decrypt the result of 

evaluation algorithm, it gives the same result as if we had 

carried out the operation on the original messages. 

Homomorphic Encryption means an encryption is 

Homomorphic which permits computing on encrypted 

data [13]. For example, if the client uses the message M 

and produces the cipher text EM and send it to the server. 

The server now can use the cipher text EM and evaluate 

the function f on the underlying message M obtaining the 

encrypted result (f(EM)). The client can decrypt the 

result to get the result f(M) as an output [8]. Here the 

server performed the computation on the Client's 

encrypted data without knowing anything about the 

original data and without the knowledge of secret key. 

Since the processing is done on encrypted images, 

Homomorphic encryption ensures privacy and security.  

Homomorphic encryption can be classified into 

somewhat Homomorphic encryption and Fully 

Homomorphic encryption [9]. Somewhat Homomorphic 

encryption is used in this paper.  A somewhat 

Homomorphic encryption scheme supports limited 

number of addition operation and multiplication 

operation on the encrypted data [10]. An encryption 

scheme which supports any number of addition and 

multiplication operation is called fully Homomorphic 

scheme [4]. 

  
B. Properties of Homomorphic Encryption 

Homomorphic Encryption possess two important 

properties [13]. If M is an additive (semi-)group, then the 

scheme is called additively Homomorphic. Otherwise, 

the scheme is called multiplicatively Homomorphic. 

 

B. Additive Homomorphic Encryption 

A Homomorphic encryption is additive, if: 

 𝐸(𝑀1 ⊕ 𝑀2) = 𝐸(𝑀1)⨁𝐸(𝑀2) (1) 

 

M1 and M2 are the input plain text messages. E () is the 

encryption algorithm. C1 and C2 are the corresponding 

cipher texts produced by the encryption algorithm. D () is 

the decryption algorithm which converts the cipher text 

back to plain text. The encryption function is called as 

additively Homomorphic, if the product of two cipher 

texts will decrypt to the sum of their equivalent plaintexts 

[11], 

 (E (M1, r1). E (M2, r2)mod 𝑛2) =
𝐸(𝑀1 + 𝑀2 )𝑚𝑜𝑑 𝑛  

(2) 

 

Raise one of the plain text to g, then multiply it with the 

other cipher text.  When we decrypt this product, we get 

the sum of plain texts. [11] 

 (E (M1, r1) ∙  𝑔𝑀2mod 𝑛2) = 𝐸(𝑀1 +
 M2 )mod n  

 

(3) 

C. Multiplicative Homomorphic Encryption  

A Homomorphic encryption is multiplicative, if the 

product of two cipher texts will decrypt to the product of 

their equivalent individual plaintexts [15]. 
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 𝐸(𝑀1, 𝑟)𝑘 𝑚𝑜𝑑 𝑛2 = 𝐸(𝑘. 𝑀1) 𝑚𝑜𝑑 𝑛       (5) 

for every k  ZN . Here k is the multiplication factor. 

 

III. PROPOSED WORK 

A. Paillier Cryptosystem 

The homomorphic cryptosystem was first 

introduced by Rivest et al. [11] as a privacy 

homomorphism, which is defined as an encryption 

function allowing one to operate the ciphertexts without 

decrypting them into plaintexts. Specifically, there exist 

two algebraic operations corresponding to each other, one 

in plaintext space and the other in ciphertext space. If M1 

and M2 are any two plaintexts in Homomorphic 

cryptosystems, we have 

 𝐷[𝐸[𝑀1] ∘ 𝐸[𝑀2]] = 𝑀1 ⋄ 𝑀2 (6) 

Here E[·] is the encrypting operator and D[·] is the 

decrypting operator. Operators “◦” performs the algebraic 

operations in the ciphertexts and “◊” performs the 

algebraic operations in the plaintexts. The Paillier 

cryptosystem is a public key cryptosystem which has 

been proved to be semantically secure [2]. An exhaustive 

study of Paillier cryptosystem is observed below. 

 

B. Key generation 

 
Select two large prime numbers p and q randomly. 

Compute their product N and the least common multiple 

λ(N) of p –1 and q – 1, respectively. That is 

 𝑁 = 𝑝. 𝑞   (7) 

 𝜆(𝑁) = lcm(𝑝 −  1, 𝑞 −  1)  
 

(8) 

Randomly choose an integer g   Z*N
2 , where Z*N

2  

denotes the subset of ZN
2  in which every element is 

relatively prime with N
2 and ZN

2 is the set of integers 

modulo N
2. (N, g) and λ are the public key and the private 

key, respectively. 

 

C. Encryption 

 

Let m ZN  be a plaintext. The encryption process of 

m can be described as follows: 

 𝐸 [𝑚, 𝑟 ]  =  𝑔𝑚 𝑟𝑁  mod 𝑁2 (9) 

 

where r  Z*N  is an integer chosen at random. According 

to the Paillier cryptosystem, the ciphertext C is in Z*N
2  

 

 

 

D. Evaluation 

Some useful homomorphic properties of the Paillier 

cryptosystem are 

  

𝐷 [𝐸 [𝑀1, 𝑟1]𝐸 [𝑀2, 𝑟2]mod 𝑁2] 
= (𝑀1 + 𝑀2 )𝑚𝑜𝑑 𝑛  

 

(10) 

 

  

𝐷 [𝐸 [𝑀1, 𝑟1]𝐸 [(𝑀2, 𝑟2)−1]  
mod 𝑁2] = (𝑀1 − 𝑀2 )𝑚𝑜𝑑 𝑛  

 

(11) 

 

  

𝐷 [𝐸 [𝑀, 𝑟]𝑘mod 𝑁2]  = (𝑘. 𝑀 )𝑚𝑜𝑑 𝑛  
 

(12) 

 

E. Decryption 

Let C Z*N
2 be the ciphertext. The decryption process of 

C can be described as follows: 

 𝐷(𝐶) = {𝐿 (𝐶𝜆𝑚𝑜𝑑 𝑁2 𝐿 (𝑔𝜆 𝑚𝑜𝑑 𝑁2)}⁄   

𝑚𝑜𝑑 𝑁  

(13) 

 

where L(·) denotes the function L (u) = (u − 1) / N 

 

F. Proposed Algorithm 

The proposed algorithm for the secured image 

differencing is given below: 

 

Step 1: Read two input images as matrices M1 and M2. 

Setp 2: Compute Public key and Secret key for the 

Paillier cryptosystem.  

Step 3: Encrypt matrices M1 and M2 to get C1 and C2 

respectively by applying Paillier Encryption Public key. 

Step 4: Calculate the multiplicative inverse of C2. 

Step 5: Multiply C1 and the multiplicative inverse of C2 

Step 6: Decrypt the product matrix by applying Paillier 

decryption Secret key. 

Step 7: Display the decrypted result to see the difference 

image. 

Figure1 describes the framework of the secured 

storage and processing of a sensitive data. It shows that 

the Homomorphic cryptosystem enables to do all the 

manipulation on encrypted images and helps to achieve 

the goal of privacy protection and secured computation.  

 

 

 

 

 

 

 

 

 

 𝐸(𝑀1⨂𝑀2 = 𝐸(𝑀1)⨂𝐸(𝑀2) (4) 
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Figure1: Framework for secured image storage and 

processing 

 

 
The step by step interpretation of the algorithm is 

demonstrated as follows. Let us take an example of a 

image matrix of size 2 x 2 and test the Homomorphic 

Image differencing operation. 

 

M1=[
12 10
42 15

] 𝑀2 = [
4 6

18 15
] 

 

Create a message, M1, M2, with M ∈ ℤn.  Let  

r = 23; Choose a random, nonzero integer, r ∈ ℤ*n. 

Compute c ≡ gm・rN mod N2. All the calculations are 

modular N2  operations. 

 

First, Encrypt M1 image matrix: 

 

 [
(565212) . (2377) (565210) . (2377)

(565242) . (2377) (565215) . (2377) 
]  

 

 [
(4404)(606)  (5303)(606) 
(4019)(606)  (5655)(606)

]  𝑚𝑜𝑑 𝑁2 

 

 [
774  mod 5929 100 mod 5929
4624 mod 5929 5897 mod 5929

] 

 

is the encrypted image matrix EM1.  

 

Now, Encrypt image matrix M2: 

 

 [
(56524) . (2377) (56526) . (2377)

(565218) . (2377) (565215) . (2377) 
] 

 

 [
(2524)(606)  (5069)(606) 
(1191)(606)  (5655)(606)

]  𝑚𝑜𝑑 𝑁2 

 

 [
5791  mod 5929 592 mod 5929
4337 mod 5929 5897 mod 5929

] 

 

is the encrypted image matrix EM2. 

 
Evaluation: 

Let us do the differencing operation in the encrypted 

domain 

 

[
8 4

24 0
]  

 

is the difference image in plain domain.  

Now the modulo inverse matrix EM2-1 is calculated as, 

[
(2363) mod 5929     (2634) mod 5929

(3579)mod 5929 (4632) mod 5929
]  

 

Now, multiply EM1 and EM2-1 

 

[
(774)(2363)  (100)(2634)

(4624)(3579) (5897)(4632)
] mod N2 

 

[
2830 mod 5929 2524 mod 5929
1457 mod 5929 1 mod 5929

] 

 
Let us decrypt the above product matrix to get  

the   plain domain subtraction matrix. 

 
Decryption: 

For any decryption with the public key (N, g), 

regardless of the value of C, the calculation of gλ(N) mod 

N2 is necessary. This resulting value, an element of ℤ*n
2, 

will, by Carmichael’s Theorem, be congruent to 1 mod n. 

Thus, subtracting one from this resulting value will give a 

number that is divisible by n (congruent to zero mod n). 

So, we compute gλ(n) mod n2, subtract one from this 

value, then divide that number by n. 

 

λ(77) = lcm(6, 10) = 30 

Define L(u) = (u – 1)/n 

Output 

Image 

Third Party Server 

 

Homomorphically 

Processed Image 

 

Encrypted Image 

 

Homomorphic 

Encryption by User 

Input plain 

Image 

Secured Image 

storage & Secured 

Image processing 

Homomorphic 

Decryption by User 
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Compute L(gλ(n) mod n2) = k 

L(565230 mod 5929) = L(3928)  

Compute L(gλ(n)
 mod n2) = k 

L(3928) = (3928 – 1)/77 = 3927/77 = 51 

Since gλ(n) is being calculated  mod N2 , it can be 

viewed as a number greater than or equal to zero, but 

strictly less than N2, so dividing this number by N results 

in a value, k, greater than or equal to zero, but strictly 

less than N: k  ℤn. Since N = p・q, so long as k is not 

congruent to a multiple of p or q mod n, then k has an 

inverse, so k ∈ ℤ*n. Values of g such that L(gλ(n)
 mod n2) 

is congruent to a multiple of p or q mod n are the few 

exceptions of semi-random g values with orders divisible 

by N that must be excluded. If such a value is chosen, 

simply pick another value for g, and check that this 

property holds before publishing the public key. So, 

assuming k is not congruent to p or q mod N, then k has 

an inverse mod N, so compute μ = k–1 mod N, For any 

decryption involving the public key (N, g), the value of μ 

will always be the same, and will always be necessary. 

So, Compute  

 
μ ≡  k–1 mod N or else 

 

(μ* k) mod N = 1 mod N.  

 

51*74 mod 77 = 1 mod 77. Thus μ=74 

 

To decrypt C1, one must calculate,  

 

M1 ≡ L(cλ(N)
 mod N2)・μ mod N 

 

 [
L(283030) L(145730)

L(252430) L(130) 
] 

 

 [
(1772mod5929) (5314 mod 5929) 

(3851 mod 5929) (1 mod 5929)
] 

 
Multiply it with μ mod N 

 

 [
23.74 mod 77 50. 74 mod 77
69.74 mod 77  0

] 

 

 [
1702 mod 77 3700 mod 77
5106 mod 77  0

] 

  

 [
8 4

24  0
] 

 
Now, we got the difference image matrix by 

decryption algorithm using the Homomorphic property of 

the Paillier algorithm. This result is same as the one that 

we obtained for plain text values.  

Figure-2 gives the schematic of the Image subtraction 

operation on the Encrypted images. Key generation 

function takes two security parameters p and q and yields 

the publickey Pk and the Secret key Sk for the Paillier 

algorithm. M1 and M2 are the input images that are 

encrypted individually using the Public key Pk to 

produce cipher images C1 and C2 respectively. Pixel 

basis subtraction of one image from another image is 

performed by the third party server on cipher images. The 

difference image is then decrypted using Secret key Sk. 

Decryption algorithm is also applied on pixel by pixel. 

The output image will be same as the plain image 

subtraction.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Figure2: Homomorphic image subtraction on images 

 

IV. EXPERIMENTAL RESULTS AND 

OBSERVATIONS 

The Paillier algorithm is implemented based on the 

assumptions and properties of it.  In a world becoming 

increasingly urbanized, India’s capital New Delhi has 

seen growth dramatically. These Landsat images from 

March 1991 and March 2016 show the city and its 
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adjacent suburban areas. The area’s population is 

increased from 9.4 milliion to 25 million during that 

period. The United Nation’s Report on World 

Urbanization projects that Delhi will be at 37 million 

residents by 2030. Landsat can be a valuable tool in 

monitoring the urban growth and its impact on the 

environment. New Delhi or any area that undergoes 

significant growth is a point to be discussed when it 

comes to urban planning. From a regional standpoint and 

also from a environmental stand point Landsat analysis is 

an important part of this. As we analyse these images, 

Homomorphic encryption operations are practically 

implemented to support image processing operations on 

the encrypted images. Figure 3 shows the Image 

subtraction operation on the Encrypted input images, 

done by third party server without knowing the user’s 

secret key. The input images are the same satellite images 

but taken at different time instances.  
 

Observations:  
 

The observations from the practical 

implementation of this model are made to 

conclude that the change detection using image 

differencing technique can be performed in a 

secured way by the other parties without using 

user's secret key. The decrypted result image is 

obtained as if the differencing is done on the 

plain images.   

       

3a)  
    

     

3b)   
 

Figure 3(a,b): Original Input Images 

3c)   

 3d)     
 

Figure 3(c, d): Encrypted images using Paillier 

Encryption algorithm 
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3e)   
 
Figure (3e): Difference image produced by Homomorphic 

subtraction 

 

f)  
 
Figure (3f): Decrypted output Image after applying decryption 

on the difference image 

 
V. CONCLUSION 

In this paper we proposed a framework for the 

secured change detection of satellite images by adapting 

the Homomorphic property of the Paillier cryptosystem. 

The practical implementation of the proposed model is 

successfully done. Experimental results proved that the 

pixelwise image differencing operation is possible on the 

encrypted images that preserves privacy and protects the 

confidentiality for satellite images with the complete 

control of the user.  Future work will entail two aspects. 

The other unsupervised change detection techniques can 

be used to further improve the remote sensing process. 

The second aspect may be to explore the properties of the 

somewhat and fully Homomorphic encryption systems 

for the satellite images. 
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